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Key Takeaways

1. There are challenges in the North America market around lack of information
and false declines which can be addressed using solutions that send more data
to issuers outside of the standard ISO8583 authorization message.

2. 3DS Data Only can solve for false declines by sharing the same enhanced
cardholder data as full 3DS and can do so in an issuer-agnostic way.

3. An “all or nothing” strategy for 3DS Data Only will not yield strong uplift benefits:
merchants must take a data-driven approach to maximize the potential of the
DO proposition by understanding individual issuer preferences relative to 3DS
authentication.
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There are challenges in the NA market around lack
of information and false declines

Excessive authentication leads to
unnecessary friction for merchants

Almost lost due to payment declines
by 2026 — the majority attributed to failed
transactions of good customers!

Higher risk profiles for issuers
Authentication data is under utilized
during authorization
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The ISO8583 Authorization Message Specification
Supports Minimal Cardholder-ldentitying Data
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1sossss (M Al Model Valued Data 3%

+ Billing Address Line 1 & 2 » Shipping To and Ship From Address
+ Billing Address Zip Code + Email Address

+ Cardholder Phone Number + Browser/Device IP Address

» Cardholder Name* * Device ID

* User Account Details
* CustomerID

*Cardholder name only supplied when using AAVS (AMEX only) or
Visa Account Name Inquiry (ANI) eCommerce merchants have access to a wealth of customer data that

should be used to help issuing banks make better, more well-informed

EA G THED GEIE TN & [E37 MRS Ee 1 IE Gl et el AT risk decisions on whether to approve or decline an authorization

processing costs
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Large Issuing Banks Realize The Value of Using More
Customer Data to Make Better Decisions

There are more than
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Merchant collects enhanced

order data, i.e., email, phone, IP

address, etc. at checkout
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Before submitting the payment to the
PSP, merchant passes the enhanced
order data directly to the issuing
bank’s data sharing API

e enhanced data and sends

Issuing banks in the US...

Does your organization want to
maintain 8,600+ API
integrations?

Once the authorization is
submitted, the issuer
matches the payment with
the order data to make a
better auth decision

Issuer consumes the

it downstream to their :
authorization decision

engine



3DS Data Only Ofters Enhanced Data Sharing
to All Participating Visa and Mastercard Issuers

Guaranteed
Frictionless Experience

Cardholders are never
prompted to complete a
step-up challenge,
eliminating concerns for
cart abandonment
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Data Only Benefits
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Increased Approvals

Issuers receive more
cardholder data to make
better risk decisions at
authorization,
overturning Suspected
Fraud and Do Not Honor
declines

/\!

Reduced Fraud

Issuers make more
informed decisions on
high risk payments using
enhanced cardholder
data

N

CE3.0 Qualification

Effective October 17,
2025, Visa will begin
automatically qualifying
transactions for CE3.0
through Visa Secure,
including Visa Data Only

O

Minimal Development
Work

Existing 3DS users need to
change one to three
parameters in their 3DS
MPI integration request
message



3DS Data Only: How it Works

-‘ILI’—)

@ b *Issuer support lookup is paramount for
[ realizing DO benefit*

L ] L]
L
Shopping cart Up to 150 data elements
Risk Score, IP, IP Velocity, Device ID Velocity
Issuer support |
lookup
3DS MPI Provider | — P — @
. No customer challenge
Authenticate | Improved decisions

*Minimal-to-no additional work required in authorization
fOf‘ EXISting 3DS users* MC digital transaction insights
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Integration Requirements

Merchant Fields - Minimum Requirements

Amount
BillingAddress]
BillingCity
BillingCountryCode
BillingPostalCode
BillingFirstName
BillingLastName
BillingFullName*
BillingState
CardNumber
CardExpMonth
CardExpYear

Challengelndicator*

CurrencyCode
DFReferenceld
Email
MessageCategory*
OrderNumber

Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant
Merchant

ShippingAddress1** Merchant — Unless regional restrictions
ShippingCity** Merchant — Unless regional restrictions
ShippingCountryCode** Merchant — Unless regional restrictions
ShippingPostalCode** Merchant — Unless regional restrictions
ShippingState** Merchant — Unless regional restrictions

Merchant — Unless regional restrictions
Merchant — Unless regional restrictions
Merchant — Unless regional restrictions

BilingPhone***
MobilePhone***
WorkPhone***

*BillingFullName only required if BillingFirstName and BlllingLastName cannot be supported.

**Shipping information may not be applicable if goods are digital.
***BillingPhone, MobilePhone, OR WorkPhone required.

Visa Data Only:

* MessageCategory is set to default ‘01" within Cardinal. While this should be passed for future
capabilities, it is not a blocker.
* Cardinal will handle Challenge Indicator through pre-processing rules during the controlled rollout.

* Method URL data is critical to risk score generation and performance.

Mastercard Identity Check Insights:

* Challenge Indicator should be set to 02 for MC IDCL.
* MessageCategory of "80 is the IDCI flag which determines routing.
*. MessageCategory should be set to *80" for MC IDCI.




Increased Approval Rates

220 bps

Average approval rate lift over non-
DO CNP authorizations

460 bps

Approval uplift on medium to high
risk transactions

Square & Visa North America Case Study
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North America Mastercard

Approval Rate by DTI threshold

[dentity Check Insights [ Non-3DS
96% 95% 95% 96% gyo,

I B I | IARE o~ 81%

Se N2%
approval lift across the
top 15 issuers in the U.S.
Mastercard IDC Insights provides a DT
4 5 6 ‘ 7 8 9

score and a uniqgue ECI = 04, which may
influence the issuer’s overall approval
decision.

0 1 2 3
Low risk (0-3) Medium Risk (4-6) High Risk (7-9)

NA issuers are approving more transactions in lower risk DTI thresholds.
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VISO
Pure CNP U.S. merchant pilots have shown that delivering enhanced data and risk signals in real-time
help improve overall CNP performance

LOW RISK TRANSACTIONS

96% APPROVAL RATE | 3 bps FRAUD RATE

MEDIUM RISK TRANSACTIONS

Accounts for over 50% of suspected fraud declines

Non-DO Performance With Enhanced DO Data
Enhanced data
Approval Rate 84% +4.2% shared on over
____________________________________________________________________ 15 million
transactions
Fraud Rate 28 bps -4 bps

HIGH RISK TRANSACTIONS

34% APPROVAL RATE | 700 bps FRAUD RATE
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There are a lot of similarities between networks — but
also important key differences

Similarities
Frictionless Minimal Increased Liability Global
experience latency approvals (Merchant Liable) Availability

" | | @ ?

Visa Data Only

* Authentication Request data IS sent to ACS

» Passes Risk Score, IP address, IP Velocity, and Device ID
Velocity to issuer via existing data elements in the
authorization message

Differences
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Mastercard Identity Check Insights

» Authentication Request data IS NOT sent to ACS

» Passes Digital Transaction Insights (Risk Score +
Reason Codes) to issuer via existing data elements in
the authorization message

N



Things to Consider When Adopting a Data
Only Strategy

Heavy
Development Effort

4

Requires a full 3DS
MPI integration to
leverage Data
Only option; same
amount of work
for full 3DS
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Issuer Adoption
Varies

VAN

Though Visa has
mandated all US
issuers support DO,
adoption and usage
rates vary by issuer
and region

Processing
Costs

Data Only costs
roughly the same
as a full 3DS
request, but
without the
financial liability
shift benefit

Fraud Chargeback
Liability Shift

fy-ocm

Applies non-
authentication
eCommerce fraud
dispute rules;
merchant remains
liable for fraud
chargebacks



Data Only
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CAPABILITY
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ow does Data Only and Full 3DS Compare®e

EMV 3DS Authentication

Cardholders are never
prompted to perform MFA

Adds ~30ms to total processing
time

Uplift is largely based on the ability
to reduce network decline rate

Data Only does not provide fraud
chargeback liability shift (ECI 07/02)

Always real-time, but no support for
Stand-In Processing yet

MFA is never, but the enhanced
customer data is highly valued by
issuer’s risk engines

Merchants required to capture device
data + other required order details
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Cardholder

Interaction/Friction

Transaction
Latency

Authorization
Approval Uplift

Fraud Liability
Shift

Real-Time Risk
Assessment

Fraud
Reduction

Integration Effort

Many issuing banks want MFA
performed especially on riskier
transactions

Processing times can take much
longer given multiple parties that
take partin a full 3DS flow

Approval uplift generally seen only
in mandated regions

Issuers assume liability for fully
authenticated transactions (ECI
05/00)

Always real-time and Stand-In
processing support is available

2FA has proven to be an effective
means for reducing fraud

Merchants required to capture
device data, required order details &
serving up issuer challenge pages



Realizing the Full Benefits Potential of Dato
Only Requires an Optimized Approach

Merchant Your business needs/strategy Real-time decisioning solution Authorization
Liability ]
protection
Step-up possible Standard EMV 3DS/
Step-Up
) , »  (Normal Issuer
;{S'zi;k;iseegt authorization
decisioning)
Non-DO lssuer
Merchant liability Fa||b?‘§k to Issuer-
specific data share API Non-authenticated
> A standard
imizati y eCommerce
3DS Optimization Increased —_— S il ner
Lookup approvals authorization
3DS-Averse Issuer
‘Real-time MPI injects key Data Only
intelligence data elements (Issuer uses extra
— — —>  paed on ——p  data with goal to
Frictiqnless network into |mfhrov.e " g
experience o authorization authorization an
DO Issuer Frictionless data fraud rates)
Minimal latency drop-off
PaymentsEd ]



VISA

Merchant and Partner Requirements

() Strong Device Data Collection performance*

m () Can pass all fields for required payload
() Challenge Indicator = 06

() Tran Status = I, ECl = 07 w/ CAVV u3 v7 in ARes
Requirements Recap

Acquirer Requirements

) Supports passing a CAVV u3 v/ w/ ECl = 07 in
authorization

Issuer Requirements

() Supports CAVV Usage 3 version 7
() F34 (processor support if no network validation)

@ PaymentsEd
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Merchant and 3DS Server Requirements

(©) Mastercard Identity Check Program enroliment

@ All required and conditional EMV 3DS v2.1 fields

@ Message Category = 80

(©) ECI = 04 in AReq, SLI 214 DE 48 SE 42 (authorization)

@ DS Trans ID in DE 48 SE 66 SF 02 (authorization)

Requirements Recap

Acquirer Requirements

[ ]
@ Supports DS Transaction ID w/in DE 48 SE 66 SF 2
@ Supports SLI 214 in DE 48 SE 42 (maps from ECI = 04)

Issuer Requirements

(“) Understand and use Mastercard's DTl and SLI 214 in
authorization decisioning logic
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Summary & Key Takeaways

1. Driving approval uplift while reducing fraud requires sharing enhanced customer
data for all parties to make better, more well-informed risk decisions at the time
of authorization

2. 3DS Data Only is well positioned to facilitate sharing enhanced data with all
Issuing banks by leveraging existing tech stacks and rails

3. Adopting a Data Only strategy requires deep data analysis, tracking individuadl

issuer performance and preferences to ensure full DO benefits can be
recognized

@ PaymentsEd
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Thank youl!

» Jeremy Bellino, Worldpay, Senior Product Manager
» Julie Ransom, Ancestry.com, Senior Payment Operations
Manager

« Don't forget to submit your session evaluation!

@ PaymentsEd
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Enriched Authorization

ID Check

Consumer

Customer clicks “buy” ®
—_—
v =

Merchant flags Message

Category = 80
¥

Technology Partner

handles routi ng Linking Authentication

& Authorization

. Authorization

v
Mastercard “DTI"

generated and injected

Legend

Authentication

y
) ECI 04
Merchant submits results
. o JAVA\Y)
into authorization
DS Txn ID

v
Issuer makes better Risk Score
decisions using more data FleEsen @anle
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Merchant

Aquirer

Flow with Mastercard

Directory Server

@ 3DS MPI o .

MC Model Engine

mastercard
ID Check e _1171_

e

: @

MC Authorization Issuer/Processor
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3DS Data Only is Designed to Benefit all

® ® O

Participants

Issuer

 Frictionless flow helps keep
issuer card at “top-of-wallet.”

e More data from merchants
and wider adoption for
issuers.

* Increased visibility into
authorization for better
decisions.

* Merchant holds liability.

Merchant

Allows merchant to control
which 3DS path to choose
(data only or full
authentication).

Merchant shares data to drive
approval rates and control
fraud.

Merchant's customer is never
challenged.

Latency minimized.

Both

Better cardholder experience.

More informed decisions.

Network trusted data in
authorization.

Mature payments ecosystem.
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Enriched Authorization flow with Visa Data Only

Consumer Merchant Directory Server VCAS

Customer clicks “buy” ) 22
o \__.

Merchant flags Challenge

®
Indicator = 06 .
et 2 (353 | @
* o

Authentication
Technology Partner é Supplementel patabase (2d}
ROUt|ng LOgIC Linking Authentication

& Authorization
DO intelligence @ uthorization !

generated and injected

2
B) ° |

| = |

Merchant submits results

./ &
into authorization

(GA\AVATERYY/ Aquirer VISANET Issuer/Processor

Issuer makes better IP Address
decisions using more data IP Velocity
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