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Agenda

 General Overview of Applicable Laws and Rules

 Federal
* Restore Online Shoppers Confidence Act

« Telemarketing Sales Rule
« EFTA/ Regulation E

+ Amended-Negative- OptionRule
« State Updates
 FAQs

« Keeping it Compliant
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* Restore Online Shoppers Confidence Act

 Enacted in 2010 to address “aggressive, deceptive and
unfair online marketing practices”
 Prohibits data sharing between merchants in upsell offers

« Requirements for negative option offers
« Clear and Conspicuous disclosure of auto renewal terms
« Obtain consumer express consent
* Allow an easy way to cancel

* Applies to online offers only
* Violations subject to statutory civil penalty ($53,088)
* No private right of action
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e Current Rule
» Addresses use of pre-acquired account information for new transactions —

upsells.
* If free trial — must record the call and have customer read back last four digits

of account number.

« Advanced Notice of Proposed Rulemaking — April 28, 2022

« Sought comments on whether telephonic sellers of negative option programs
should provide consumers (i) with advance notice of an upcoming renewal
with instructions on how to cancel to avoid the charge, (ii) an easy way to

cancel the subscription.

* Notice of Proposed Rulemaking April 16, 2024
* Declined to revise the TSRin light of the Negative Option Rule rulemaking
process.
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Generally enforced by CFPB and FTC

 Alleged in private class actions
Generally applies to transactions involving debit cards and checking accounts
Requires merchants to comply with prescribed methods for obtaining
consumer consent for pre-authorized recurring debits to a debit account
Must be "in writing” or “similarly authenticated”

Similarly authenticated may be “electronic” ifin compliance with federal
ESIGN act

ESIGN requires an “electronic record” and “electronic signature”

Could be online or via telephone

Must send copy of consumer authorization

Must provide written notice of change of preauthorized debit amount no less
than 10 days in advance
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Amended FTC Negative Option Rule (aka "click to cancel”)
 Final Rule Announced Oct. 16, 2024

« Initial staggered roll out
« January 14 - Prohibition on Misrepresentations
« May 14 — All other provisions.
« Extended full roll out July 14

 Purpose

« Amend and expand sco solete) Prenotification

* Viol subject to $53,088 civil penalty (effective as of Jan. 17, 2025)

« Currently being challenged in court based on procedural and jurisdictional
grounds
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So what happened?

5 industry groups filed petitions toward the end of 2024 (following
issuance of Final Rule in October) challenging the FTC rulemaking
process.

All petitions consolidated to the 8t Circuit (heavily conservative court).

Court denied request to stay scheduled May 14 effective date.
 FTC extended effective date to July 14

On July 8, the Court vacated the entire Rule, finding the FTC (i)
exceeded its statutory authority, and (ii) failed to conduct a “preliminary
regulatory analysis” since the proposed rule would have impacted the US
economy by more than $100 million.

What happens next? FTC could appeal... or not...
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State Laws —Common Elements

Application

 “auto renew after a defined
period”

 “continuous service” until cancelled

Offer Terms

 Must be presented “clearly and
conspicuously”

« Specifically defined in CA and other
states

Consumer Agreement

« Consumer must take an affirmative
action to agree to the offer terms

» Special requirements in VT, DC

Notices

* Order acknowledgment

« Renewal notices
» Typically 30-60 days before renewal
« Linkto cancel option/instructions

« Material change to terms/program

Cancellation
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« Trends toward allowing
cancellation in the same away
as enrollment and a “one step”
online method.



California AB 2863

Effective July 1, 2025; Amends Existing CA ARL 17600 et seq.

Amendments apply to “a contract entered into, amended, or extended on or after July 1, 2025.”

Defines “free to paid” offers and includes that term in the existing definition of “automatic renewal”

Allow consumers to cancel an auto renewing subscription in the same medium as they enrolled or
as the consumer is accustomed to interacting with the seller.

If the enrollment was via the phone, the seller must provide a number that may be retained by the
consumer, clearly and conspicuously displayed on the seller's website, and answered during regular

business hours.
“If a consumer leaves a voicemail with a business requesting cancellation, the business shall, within one business day,
either process the requested cancellation or call the consumer back regarding the cancellation request”

Require notice of a change (not just increase) in a pre-authorized amount to be charged for a subscription, to
be sent between 7 and 30 days before the change, with instructions on how to cancel.
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California AB 2863 (con’t)

* Final consent section replaced proposed “separate from” with “express affirmative

consent to the offer terms.”
. Dodged a “separate action” bullet
. But “express” not defined

« Allows Sellers to offer a discount or other benefit (save) or informing consumers of the
effect of their cancellation, provided the consumer remains able to cancel or terminate

the automatic renewal or continuous service.
. Will not be considered “an obstruction or delay” to cancellation

. NEW: Provide consumers with a notice “before confirming the consumer’s billing

information.” 17602(a)(8)
. Unclear purpose and timing, but the following section suggests it is a pre-billing renewal notice,

either before the end of a free trial or if the initial terms was a year or longer. 17602(b)
. NEW: Requires an “annual reminder notice” to be sent “under an annual automatic

renewal agreement or continuous service agreement’ in the same medium as enrollment
or as the customer is accustomed to communicating with the Seller. 17601(h)
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Arkansas HB 1820

» Disclose “usual suspect” terms “clearly and conspicuously” (California
definition).

« Send Order acknowledgment capable of being retained by the consumer.

« Maintain consumer consents for the longer of 3 years and 1 year after the
contract is terminated.

« Ala California, “send consumers a notice before confirming the consumer’s
billing information™??°?

@ PaymentsEd
Forum



Arkansas HB 1820 (cont’d)

« Cancellation

« Allow consumers to cancel via a toll-free telephone number, email, postal mail or any other
cost-effective, timely and easy-to-use mechanism.

« Consumers who enrolled online could cancel online.

» Prohibits obstructing or delaying a consumer’s ability to cancel, but allows offering a
discount or other benefit (aka save) or informing consumers of the effect of their
cancellation.

» Specific rules for phone and online cancel procedures.

 Notices

« Send a prebill notice

* Prior the end of a free trial lasting more than 31 days (send between 3 and 21 days prior to

billin

 For agrz initial term of a year or longer, sent 15-45 days prior.
« Material change to the program, with instructions on how to cancel
* Price change (7-30 days prior to effectiveness)
« Annual reminder for annual renewals only in the same media as the consumer enrolled or in

which the consumer is accustomed to interacting with the seller.
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Colorado SB 25-145

Amends existing law CO Rev Stat, 6-1-732

- Effective February 16, 2026 (we think..kinda confusing)

« Primarily affects Cancellation

*  Would require a “one-step online cancellation” by prohibiting the imposition of
additional actions that would obstruct or delay a consumer’s ability to terminate.

* Inresponse to a cancel request, a seller would be allowed to offer a save attempt
(discounted offer, retention benefit or information regarding the effect of
cancellation) as long as an equally prominent cancel button is presented
alongside that offer/disclosure, which, if clicked, would cancel the contract.

« Authorizes the Attorney General to adopt rules to implement and enforce
the law.
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Connecticut SB 1357

 Amends existing law Section 42-158ff — Effective Oct 1, 2025
« Defines “clear and conspicuous” same as California

« Cancellation
« Allow cancellation by phone, email, online or postal mail.
* If online, a seller must include a link or other electronic means a consumer may use

to cancel.

 Notices
« Material change to the subscription program with instructions on how to cancel.
« |f a free gift/trial period lasting 32 days or longer (send notice between 3-21 days

before cancel date)
« If the initial term is for least one year, a renewal reminder notice must be sent

between 15-45 days prior.
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Massachusetts 940 CMR 38:00

 Attorney General promulgated regulations on its own
« Along with rules on “Junk Fee” advertising

« Effective September 2, 2025

 Clear and conspicuous disclosure of offer terms

« For a Trial Offer — offer terms must include actual calendar date to cancel
before conversion

« “Simple” way to cancel (same as enrollment)

* Notices

« Terms longer than 31 days — notice with actual date to cancel

« Send in same medium as enrollment or another manner by which the seller
communicates with consumers.

« Terms 31 days or less, same pre-bill notice as above OR a payment
transaction receipt, with instructions on how to cancel. PAYMENT
RECEIPT!

 Limited pre-emption for similar Federal regulations
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Maryland HB 107

e Signed into law April 22. Effective June 1, 2026
e Applies to all contracts that automatically renew, regardless of term.
e Offer terms must be clearly and conspicuously disclosed

e “Simple” way to cancel, without hindering or delaying such election.
e Consumers who order online would be allowed to cancel online.

* Free trial or gift: disclose the price at the end of the trial if not canceled
e |f lasting more than 14 days, send a notice 3-21 days before the end of trial with
information on how to cancel.
e |f ayear orlonger, send notice 15-25 days before the date of the renewal.
e |[f sent electronically, the notice must include a link that directs consumers to the

cancel process.
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New York A 3008

 Amends existing law Gen Bus Law § 527

o Offer Terms
e Usual suspect disclosures, including if free trial, the cost after trial
 Deadline by date or frequency by which to cancel renewal charges

« NEW! Consent to Price increase
 Must get consumer’s affirmative consent to a price increase or price not
disclosed in offer terms (required only once) OR
 Allow consumers to cancel within 14 days after a charge of the new price for a

pro rata refund of the charge.
 Refund appears to apply to every charge of the new price

* Order Acknowledgment - capable of being retained by the
consumer.
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New York A 3008 (cont’d)

Cancellation

* Must allow consumers the ability to cancel in any way they can enroll.

* Prohibits imposing unreasonable or unlawful conditions upon, refusing
to acknowledge, obstructing or unreasonably delaying a cancellation
request or attempt to request cancellation by a consumer.

« Upon receipt of cancel request, seller may present a discounted offer,
retention benefit or information regarding the effect of cancellation but
may not impose unreasonable or unlawful conditions upon consumer's
ability to cancel, refuse to acknowledge, obstruct or unreasonably delay
cancellation requested.
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New York A 3008 (cont’d)

Notices
. Free Gift or Trial

Application. For any offer that includes a free gift or trial lasting longer than a
month, followed by an auto renewal charge, must send a notice 3-32 prior to the
end of the trial with instructions on how and when to cancel to avoid the renewal
charge.
 Delivery Method. Must be sent in a matter selected by the consumer, including
text, email, app notification or other channel offered by the business.
 Renewal
« Application. For an initial paid term of one year or longer that renews for a paid
period of six months or longer, send a notice 15-45 days prior to renewal with
instructions on how and when to cancel to avoid the renewal charge.
« Delivery Method. Same as above
« Material Change (includes price change)
« Send notice 5-30 days prior to the effective date of the change.
« Delivery Method. Same as above
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Other Concerning Bills

. New York S4413 — Still Open
Introduced February 4,2025. June 13 — committed to Rules Committee.

 Would amend existing law Gen Bus Law §527 to require a seller to,
upon receiving a consumer request to cancel a subscription, delete
that consumer’s payment method/financial information.

. Connectlcut 5744 - Dead
Introduced January 21, 2025. Last action February 19 — public hearing
 Would have prohibited a company from requiring consumers to agree to
the company’s storing their account information for future renewal billing.
« Would have effectively killed auto renewal/billing offers in Connecticut.
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You've Got Questions...

We May Have Answers!




To Check(box) or Not to Check(box)?

« FTC “separate from” is now MOOT!
« (California ARL — Not required, and unclear what “express

affirmative consent” means
» But favored by CA AG and CART (California Auto Renewal Task Force)

* eHarmony 2018 - $2.3MM
* False advertising and violating dating site laws

* Thrive Market 2024 - ~$1,550,000
* Online health food seller V
* Deceptive pricing practices, failure to send order acknowledgment

e Relaxium 2023 - $925,000
* Dietary supplements
* Misleading advertising

« But remember Vermont and DC
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What Information Must Be in the Enroliment Terms?

The subscription or purchasing agreement will (automatically) continue until cancelled.
« Length of each renewal term or if ongoing.

« If a free or promotional trial period, the length of such period and amount to be
charged if not canceled during that time.

« Amount or range of costs to be charged upon renewal if not cancelled.
« Date by which to cancel to avoid future charges.
* Instructions on how cancel.

« Minimum purchase obligation, if any.
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What else can/should be in the Enroliment Terms?

* |If no refund policy (material?):
e State the policy?
* “Cancel anytime to avoid future charges...”
e Link to cancel/refund policy
 Early Termination Fee?

 Reference and link to Terms of Use and Privacy Policy
 Becomes part of the agreement ... helpful for enforceability
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Are Save attempts Safe?

* Generally, yes... within reason

* Neither the FTC (ROSCA) nor CA prohibit save attempts

« FTC removed requirement to ask permission, but reserved the right to revisit

« CA - save attempts are declared “not an obstruction or delay” to cancellation
« But Minnesota

* Requires permission to make or provide additional benefits, contract modifications, gifts, or similar offers to
the consumer

« But allows: “describe options to maintain an ongoing relationship with the seller, including but not limited to
for downgrading, pausing, or suspending the subscription.”

 Proceed With Caution...

* Allow cancel option on same page as save offers

« CA 17602(e)(2): “...orovided that the business simultaneously displays a prominently located and
continuously and proximately displayed direct link or button entitled “click to cancel,” or words to that
effect, with the presentation of the discounted offer, other consumer benefit, or information.”

* Do not present multiple offers

* Avoid confusing choices
* Dark Patterns — could be considered a material misrepresentation
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Renewal Notices v Reminder Notices

* Renewal Notices

* Most state auto renewal laws require sending a notice prior to a renewal
* Appliesto: Programs (generally) with a term of a year or more, some 6 months
 Timing: “Sweet spot” is 30-60 days prior to renewal
* Content: Contract will automatically renew, the renewal price, cancel by date, instructions how to cancel
* Link to cancel process
e Format: Generally in the same medium as enrolment

« Reminder Notices

* Colorado
* Auto renewing contracts with renewal periods less than a year (includes monthly), 25-40 days before the renewal extends
beyond a 12 month period
* Delaware
e Auto renewing contracts with renewal periods of more than 1 month (excludes monthly), 30-60 days if renewal will cause
the contract to go beyond 12 months from initiation of the contract
e California
*  “Annual reminder notice” to be sent “under an annual automatic renewal agreement or continuous service agreement”
* Minnesota
* “indefinite subscription agreements” subject to continuous service, must send written notice of the continuous
service at least once per calendar year via mail or email
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What is a “material change” that would warrant a notice?

« Material: “likely to affect a person’s choice of, or conduct regarding, goods or

services.”

 What is the change?
* Change in program offering?
* Priceincrease
 Removal or reduction of benefit features?

* How would a consumer likely respond to the change?
* Would want to cancel?

* Notice required under several state laws

 Timing: Generally not specified, just before the change occurs, or “timely.” Give reasonable amount

of time to cancel to avoid change.
 Redeem earned points, download content.

 Content: Identify the change, when effective, and how to terminate contract to avoid the change.
 Format: Generally in the same medium as enrolment
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Can a Merchant Rely on a Third-Party Billing
Platform For Compliance?

« Ultimately the merchant is responsible, as they are the seller of the goods and with
whom the consumer has the relationship.
e CA ARL 17602(a) “It is unlawful for any business that makes an automatic renewal offer or continuous
service offer to a consumer in this state to do any of the following...”

« |L815ILCS 601/10(a) “Any person, firm, partnership, association, or corporation that sells or offers to sell
any products or services to a consumer pursuant to a contract...”

« Using a third-party billing platform will not relieve compliance obligations, except for
actually billing/charging.

« Ensure third party billing platforms are contractually obligated to comply with the law.
Work together to create, review and approve enrollment and cancel flows
* Designate responsibility for sending confirmation, renewal, reminder and material change notices
* Ensure consumer consents are maintained for at least 3 years

* Develop direct reporting of enrollment and cancel activity
Real time or daily sweeps

 Mystery shop
e Carefully review contracts
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Must consumers agree to a ToS and/or privacy policy?

* Not legally required by law, but helpful if/when seeking to enforce a ToS
* |Prights
« Terminating a gamer
« Enforcing a class action/mandatory arbitration provision
* Location
« Closer to “submit button, the better
« Preferably just above the button
« Not buried or at bottom of page
Appearance
 Blue and underlined, linkable
Use of a checkbox
« Not necessary but helpful

Copy

« "By purchasing , | understand and agree to ...’
» Tie the purchase/action to agreement to the terms
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Keeping It Compliant

Present offer terms clearly and conspicuously

 Unavoidable and understandable

* Clear language
* Avoid extraneous copy
* Not present behind a link, in fine print, in a ToU, or obfuscated by other text or images

* Close proximity to account information and agree/ button

Consumer Acceptance
e Obtain consumer affirmative, unambiguous consent

* For online offers, acceptance button should be clear - “Enroll,” “Subscribe,” “Accept”
* Avoid labels that suggest there’s more to review: “Continue” or “Next” or not enrolling in a subscription: “Start Free
Trial”

* Consider a check box
Notices

 Determine what and when notices are required.
Cancellation

e Easy to find and use, not burdensome
* Avoid confusing language and choices
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Thank you!

Don’t forget to submit your
session evaluation!

Marc Roth
Partner
Cobalt LLP
marc@cobaltlaw.com
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