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The Fraud Economy is a well-connected system

THE GLOBAL 
FRAUD ECONOMY

TOOL
PROLIFERATION

SILOED TEAMS

Fraud & 
Security team
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Telegram Examples
Accounts for Sale Methods Proof Refund Fraud





● Financial loss
● Loss of trust
● Churn

Reported ATO
Single account affected
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Reported ATO

Many accounts affected
Unreported ATO
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Reported ATO

Many accounts affected
Unreported ATO

Platform
ATO’ed accounts spread 
damage laterally
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Reported ATO

Many accounts affected
Unreported ATO

Platform
ATO’ed accounts spread 
damage laterally

Brand
Loss of trust in community
and brand
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Short Term Long Term =     True Cost of ATO+ 

$ in Fraud 

+

$ Operational costs

% Churn x 
$(CAC + LTV)

+

Increase in CAC 
resulting from brand 

damage

True cost of ATO+ =

Calculating the true cost of ATO



sift.com
Sift Confidential

How common is ATO?

Sift data show that, 
on average, 

ONE IN

300
successful logins is

an ATO attempt.
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● ATO
● Chargebacks
● Increased friction 

○ Reduced engagement 
○ Reduced customer lifetime value 
○ Increased customer acquisition 

cost 
○ User churn

● Negative PR 
● Brand 
● Legal 
● Compliance 
● Ops, Eng & PM staffing

=
Breakdown of Trust 
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When to apply dynamic friction
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When to apply dynamic friction
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✓
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When to apply dynamic friction
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When to apply dynamic friction
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Reporting

Workflow and Rules Automation

High-Volume Digestible Data Ingestion

AI and Machine Learning

Analyst Tools and Feedback

What does a holistic solution look like? 
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High-Volume Digestible Data Ingestion
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High-Volume Digestible Data IngestionHigh-Volume Digestible Data Ingestion
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Machine Learning

Transaction

Identity
Behavior

Similarity

AI and Machine Learning
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Machine LearningMachine LearningWorkflow and Rules Automation



Machine LearningMachine LearningAnalyst Tools and Feedback

User story
(session history)

Single dashboard Signals (positive, 
negative, neutral)

Network view 
(shared variables)

Ability to 
take action
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Machine LearningMachine LearningReporting

● Chargeback Rates
● Refund Rates
● Approval Rates
● ATO Rates 
● Promo Abuse Rates
● Customer Appeals/ Insults 
● Manual Review 
● Block Rates 
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What does a holistic solution look like? 

Reporting

Workflow and Rules Automation

High-Volume Digestible Data Ingestion

AI and Machine Learning

Analyst Tools and Feedback



Summary & Key Takeaways 

1.How can we dynamically improve the user experience for the 99%?
2.ATO: It’s when and not if scenario
3.Erosion of user trust can happen on multiple levels 
4.Turn trust into a competitive advantage with dynamic friction 

• Understand the (passive) user journey to create dynamic friction 

• Use machine learning as your mechanical advantage 

• Create a platform that blends the strengths of all your tools



Thank you
• Don’t forget to submit your session evaluation!

Kevin Lee
VP Trust and Safety


