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The Fraud Economy is a well-connected system
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Value of e-commerce losses to online payment fraud worldwide from 2020 to 2023 (in
billion U.S. dollars)
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Hackers leak email addresses tied to 235
million Twitter accounts

yahoo?/ |
Payment Card Fraud Losses Reach $32.34 Billion

N

LastPass Password Vaults
Stolen By Hackers—Change
Your Master Password Now

ool Se'/yahoo.lfinance Search for news, symbols or companies \

Co-founder, Straig

Report Reveals Near-Record Number of Compromises
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Identity Theft Resource Center's 2022 Annual Data Breach
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Telegram Examples

Accounts for Sale

0 @4 840%

Bloomingdale’s W/ $50 - $70 ®
Balance - Stock: 34 - Price: $29

Bloomingdale’s W/ $75 - $99 o
Balance - Stock: 10 - Price: $35
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Methods
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Purchasing

Blooming Dales w/Balance
Blooming Dales W/ Balance

Method - You will either be provided with the
account phone number, or it will say NULL.If it says
NULL Login to the account on HOME WIFI or LTE (if you logi
on vpn or high fraud score IP it will lock the account) and
add your own phone number.When you are instore simply
ask to use your promotional giftcard in your account at
checkout and give the phone number attached to the
account!1 Account per IP and use a GOOD IP or it won't

login or it will lock.

Warranty - 30 Minutes After purchased, contact
support If Login is incorrect or if payment method i
expired or removed.

Logins are all for Role play Purposes only! All are
Randomly Made.

CHOOSE A VARIANT

Bloomingdale’s W/ $50 - $70 Balance - Stoc
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Refund Fraud

Refund Service & Discussio

USA stores:

Apple - 5 items / 150008

Lenovo - 1 item / no price limit
Homedepot - 10 items / no price limit
Wayfair - 5 items / no price limit /
freight items possible

Walmart - 20 items / no price limit / 1-2
days refunds

Costco - multiple / no price limit
Staples - 5 items / 3000$

Bestbuy - 1 item / 600$

Nordstrom - 5 items / 16508

Sephora - 20 items / 2500$

Neiman Marcus & Bergdorf Goodman -
1 item / 20008

Macys & Bloomingdales - 5 items /
2000$

Nike - 10 items / 1000$

Estee Lauder - 20 items / 2000$
Dick's Sporting goods - 20 items /
2000$

Ralph Lauren - 20 items / 5000$
Urban Outfiters - multiple items /
50008

Vans - multiple items / 1000$
Lululemon - multiple items / 15008

UK stores:

Samsung - 2 phones / 5000£
Wayfair - 5 items / 5000£
Hugo Boss - 10 items / 5000£
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Hotels / Flights

@ [ CHOI SIE
[Hilton]
Spirit Airlines

Hilton Honors ( Changeable Email ) ChoiceHotels In Stock

,P?df?oof
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RedRoof Hotels

Choice Hotels Rewards

Purchase

Purchase [FA] Affirm

Purchase ($8.00 USD)
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e Financial loss
e Loss of trust
e Churn
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....................... Platform

ATO’ed accounts spread
damage laterally

Unreported ATO

Many accounts affected
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Brand

Loss of frust in community

and brand

Platform

200

ATO’ed accounts spread

damage laterally

oo e
20000

'-.

O]

o
O ¢
= 2
< ©
dh
o2
m @)

8)
Q ©
O >
— [
C ©
D =

Reported ATO

000

0000000
009000
000000

eas”

Y4

‘\

(4

Forum

PaymentsEd

®

14



Calculating the frue cost of ATO

Short Term

Long Term

$ in Fraud

+

$ Operational costs
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% Churn x
$(CAC + LTV)

+

Increase in CAC
resulting from brand
damage

True Cost of ATO

True cost of ATO




ow common is ATO?

Sift data show that,

on average,

ONE IN

300

successful logins is
an ATO attempt.
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Breakdown of Trust

ATO
Chargebacks
Increased friction
o Reduced engagement
o Reduced customer lifetime value
o Increased customer acquisition
cost

o User churn
Negative PR
Brand
Legal
Compliance
Ops, Eng & PM staffing
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CHOOSE YOUR OWN ADVENTURE® " CHOOSE YOUR OWN ADVENTURE ™ 8

YOU'RE THE STAR OF THE STORY!
CHOOSE FROM 37 POSSIBLE ENDINGS.

THEMAGIC

OF THE DEADWOOD

CITY

BY EDWARD PACKARD

13994-0  $150 * A BANTAM BOOK (F@Je

UNICORN

\\\,

BY DEBORAH LERIViE GOODMAN ILLUSTRATED BY PAUL GRANGER

CHOOSE YOUR OWN ADVENTURE® 3




When to apply dynamic friction
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When to apply dynamic friction

Login Account

- e

Enable 1-click
redemption

$10 gift card
added to cart
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When to apply dynamic friction

Browse
listings

Login Account

- e -
T Enable 1-click

redemption

$10 gift card
added to cart

@ PaymentsEd
Forum

21



When to apply dynamic friction

Loain Account Browse Order iPhone
d listings Pre-Authorization
e @
T Enable 1-click T
redemption
$10 gift card Change
added to cart email
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When to apply dynamic friction

: Browse Order iPhone
Login Account listings Pre-Authorization

- e - -
T Enable1—c;lick T m

redemption

$10 gift card Change
added to cart emalil
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What does a holistic solution look like?

Nelelelgilgle

i

Analyst Tools and Feedback

2
@@ Workflow and Rules Automation
@5;} Al and Machine Learning

o High-Volume Digestible Data Ingestion

@ PaymentsEd
Forum



High-Volume Digestible Data Ingestion

Customer Journey
facebook SignUp
twitter
organic /v.
direct
google paid

@ PaymentsEd
Forum

sift.com



High-Volume Digestible Data Ingestion

O o4 u 103

United Airlines

needs access to

& Identity v
G Calendar v
9 Location v
%, Phone v
B Photos/Media/Files v
‘.'} Camera v
' Wi-Fi connection information Vv
® Bluetooth connection information v
m Device ID & call information v
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@% Al and Machine Learning

Behavior
Identity

Similarity Transaction

sift.com
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Workflow and Rules Automation
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Analyst Tools and Feedback

User story Single dashboard Signals (positive, Network view Ability to
(session history) negative, neutral) (shared variables) take action
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Reporfing

Overview

e Chargeback Rates | roeres
e Refund Rafes o (e e
e Approval Rates s e o o
e ATO Rates
e Promo Abuse Rates B -
e Customer Appeals/ Insults /\/\/\/\J\ _
e Manual Review S
¢ BlOCk RGTeS Orders Created Chargebacks Amount

363,796 with $71,570 total value $12,401 from 1507 chargebacks
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What does a holistic solution look like?

Nelelelgilgle

i

Analyst Tools and Feedback

2
@@ Workflow and Rules Automation
@5;} Al and Machine Learning

o High-Volume Digestible Data Ingestion
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Summary & Key Takeaways

1.How can we dynamically improve the user experience for the 99%<e
2.ATO: It's when and not if scenario

3.Erosion of user trust can happen on multiple levels

4.Turn frust into a competitive advantage with dynamic friction

 Understand the (passive) user journey to create dynamic friction
e Use machine learning as your mechanical advantage

e Create a platform that blends the strengths of all your tools



Thank you

« Don’t forget to submit your session evaluation!

Kevin Lee
VP Trust and Safety
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